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Abstract. The International Atomic Energy Agency (IAEA) and donor States, such as the United States through the Global Threat Reduction Initiative (GTRI), assist States in improving physical protection of facilities and locations with nuclear and other radioactive material by installing physical security upgrades to protect against theft and sabotage. If they are to remain effective, these security upgrades must be sustainable: that is, there must be a sufficient commitment of resources to ensure that security systems are effectively operated and maintained now and in the long term. Even though sustainability is in the first instance the responsibility of the facilities involved, effective regulatory systems can play a key role in sustaining security upgrades by increasing the motivation and capacity of facilities to take the necessary decisions and actions.
1.
Introduction
The International Atomic Energy Agency (IAEA) and donor States, such as the United States through the Global Threat Reduction Initiative (GTRI), assist States in improving physical protection of facilities and locations with nuclear and other radioactive material by installing physical security upgrades to protect against theft and sabotage. These upgrades reduce material vulnerability by detecting intrusion, assessing the cause of an alarm, delaying adversaries until appropriate forces can respond, and improving response capabilities. The security upgrades process may also include training facility personnel to operate the security systems, contracting with a local security vendor to perform regular maintenance, and working with the facility to develop a security plan, including necessary procedures.
If they are to remain effective, these security upgrades must be sustainable: that is, there must be a sufficient commitment of resources to ensure that the upgraded security systems are effectively operated and maintained now and in the long term. In the first instance, sustainability is the responsibility of the facility. To paraphrase the amended Convention on the Physical Protection of Nuclear Material and Nuclear Facilities (CPPNM), the prime responsibility for implementing physical protection measures rests with the licensee [1]. But as the CPPNM also recognizes, the State is responsible for implementing a national physical protection regime, including a legislative and regulatory framework administered by one or more regulatory authorities. And it is the regulatory systems within this national regime which ensure that licensees discharge their responsibility to take the necessary decisions and actions for sustainable security.
2.
Characteristics of Effective Regulatory Systems

The basic elements of an effective regulatory system are documented for general purposes in [2], for the physical protection of nuclear material and facilities in [3], and for the safety and security of radioactive sources in [4]. Additional guidance will be forthcoming in IAEA Nuclear Security Series recommendations-level documents for Physical Protection of Nuclear Material and Nuclear Facilities and for Security of Radioactive Material and Associated Facilities, as well as more detailed implementing guides and technical guidance. In summary, the elements of an effective regulatory system include the following.
2.1.
National Legislation

Legislation should clearly establish one or more regulatory authorities whose responsibilities include regulatory control for nuclear and other radioactive material and associated facilities. Such legislation should incorporate several key principles and authorities. Those who manage material should be required to seek and obtain a license from the regulatory authority. The primary responsibility for the security of material should be on licensees. Regulatory control should be graded – that is, the stringency of regulatory requirements should be based on the threat, the attractiveness of the material, and the consequences if it is used in a malicious act. The regulatory authority should have the authority to enter a site or facility at any time to carry out an inspection and the authority to enforce regulatory requirements. The regulatory authority should be effectively independent of organizations with promotional responsibilities. If the regulatory authority is embodied in more than one agency, responsibilities and functions should be clearly defined to ensure there are no significant gaps or overlaps.

2.2
Implementation by the Regulatory Authority
The regulatory authority should employ a sufficient number of personnel with the necessary qualifications, experience and expertise to effectively perform their responsibilities. Staff members should participate in well-defined training programs to maintain qualifications. The regulatory authority should acquire and maintain the facilities and equipment needed to effectively perform its responsibilities.
The regulatory authority should establish management systems, including systems for quality management and for review and analysis of program data, to ensure that its regulatory principles and criteria remain current and relevant, taking into account applicable operating experience and international standards and recommendations. The regulatory authority should be subject to periodic internal and external audits of performance.

The regulatory authority should establish a national system of regulations, standards and guidance documents applicable to security, using a graded approach. This system may incorporate by reference other national or international standards and may impose requirements directly, as conditions of authorization, or as a combination of direct requirements and license conditions. The regulatory authority should engage licensees and their management to make them aware of the threat, to understand the importance of effective security systems, and to help train their personnel in how to meet security requirements, including the development of a high-quality security plan.

The licensing system of the regulatory authority should be fully operational, with licenses issued based on review of the facility security plan and other appropriate information required to be submitted by the applicant. The regulatory authority should generally visit the facility before issuing a license. The regulatory authority should attach appropriate, clear and unambiguous security conditions to authorizations.

The regulatory authority should establish a formal systematic program of both announced and unannounced inspections at an appropriate frequency on a graded basis. The regulatory authority should establish and implement a formal systematic program for imposing sanctions and issuing compliance orders in the event of noncompliance with regulatory requirements or license conditions.
The regulatory authority should coordinate its security activities and exchange appropriate information with other domestic governmental agencies at the national and sub-national level including customs authorities, law enforcement, emergency planners and responders, security services, public health authorities and transportation agencies. The regulatory authority should coordinate its security activities and exchange appropriate information with neighboring countries, recipient and supplier countries, and international agencies (such as the IAEA). The regulatory authority may be designated to implement applicable obligations of international conventions. The regulatory authority takes appropriate steps to ensure that sensitive information is held in a secure manner and protected to prevent misuse.

3.
The Role of Effective Regulatory Systems in Sustaining Security Upgrades
A sustainable security system depends on the motivation and the capacity of the facility to commit and appropriately use the necessary resources. Sustainability at the facility level thus includes such elements as strong management commitment, effective management systems, adequate funding, trained and qualified staff, regular maintenance of equipment, complete documentation of the security program and procedures through a security plan, periodic review and revision of the security plan, and regular performance testing of the security system, including drills or exercises, to ensure that it is functioning properly.

Effective regulatory systems for security can help foster the necessary motivation and capacity of facilities to take the decisions and actions necessary for sustainability.  In particular, effective regulatory systems perform several important roles in this regard.
· They provide authoritative expression as to what requirements must be met – that is, they tell facilities what they must do in order to keep their material secure, and answer the question “How much security is enough?”

· They provide incentives for facilities to meet regulatory requirements – that is they help overcome resistance to implement security measures due to such factors as cost or lack of familiarity.

· They provide consistency and integration among users – that is, they help ensure that facilities with similar material are providing the same levels of protection.
· They promote a security culture – that is an institutionalization of security practices.
Because individual facilities differ in their motivation and capacity to sustain security upgrades, the means by which effective regulatory systems support sustainability should be tailored to the facility context. Consider four general cases.
3.1
Strong Motivation, Insufficient Capacity
In some instances, facility management understands the importance of security and is committed to maintaining security systems, but lacks the capacity to implement security measures.  As a result, upgraded security systems may atrophy, for example after maintenance contracts expire or training is no longer provided. In such cases, the regulatory system can help build capacity through training, guidance, expert evaluation, and the like. The regulatory authority operates somewhat like a coach to assist the already motivated facility to take the steps to sustain its security systems.
3.2
Weak Motivation, Sufficient Capacity
In other cases, the facility may have sufficient capacity to sustain security systems, but may not be willing to do so. This lack of commitment might be because the particular facility (such as a hospital) does not see security as a core mission, because competitive pressures seem not to allow the necessary expenditures, or because facility management does not take the threat seriously. In such cases, the regulatory authority should make sure that management is educated as to the reality of the threat. And if that does not suffice to engender compliance, the regulatory authority should be prepared to take vigorous enforcement action.
3.3
Weak Motivation, Insufficient Capacity
In the most difficult cases, the facility may be lacking in both motivation and capacity. Such facilities clearly represent the greatest challenge for the regulatory authority, requiring a judicious combination of both carrot (in the form of training, coaching, and the like) and the stick (the prospect of enforcement action). If these do not appear to be working, the regulatory authority will need to seriously weigh the noncompliance against the value that the facility provides to society, and as a result consider suspending the facility’s license until it takes the initiative to undertake the necessary remedial actions.

3.4
Strong Motivation, Sufficient Capacity
Even those facilities that have both the commitment and ability to sustain their security systems can benefit from an effective regulatory system. The regulatory authority can use them as a model or example for other facilities. They can be a test bed for identifying and applying improved requirements and other regulatory practices. And the regulatory authority’s demonstration that it is enforcing its requirements uniformly at all facilities can help ensure that the highly compliant facilities feel no temptation to cut corners.

4.
Conclusions

The sustainability of upgraded security systems is in the first instance a facility responsibility. Nonetheless effective regulatory systems can help facilities meet this responsibility by motivating them to do so and assisting them in developing the necessary capacity.
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